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What is opacity?

Opacity serves as a critical security and confidentiality property, which concerns whether an
intruder can unveil a system’s secret based on structural knowledge and observed behaviors.

An intruder knows the system M.

The behaviors of the system L = {ab, cb}.
The observable actions X, = {b}.

* The secretS = {ab}.
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Question: For every observation w, if the intruder can infer that w is produced by a secretin S.

M is opaque w.r.t X, and S.

The opacity problems:

* Language-based opacity: the secret is a set of system languages Decidable!
* Initial-state opacity: the secret is a set of initial states —) .
 Current-state opacity: the secret is a set of states Discrete-Event Systems
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What is timed opacity?

Considering opacity problems in timed systems.

* Alice, Bob, and Carlos can send messages to

Carlos . "5
Eric each other, and Carlos is a secret participant.
[1,2] [1,5] * Eric can only observe Alice and Bobs’ behaviors
I D . 12 2.1
(1,41 A system behavior: Alice — Carlos — Bob
) 3.3
Alice ¢sssss—) Bob * Corresponding observation: Alice — Bob

Question: if Eric can infer that there is a third participant in the system.

t
Yes, when observing Alice <&Bob where t > 4
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What is timed opacity?

Considering opacity problems in timed systems.

* Dark side: the opacity problem of timed automata is undecidable.

reduction

The opacity problem of TA

The universality problem
of TA

Motivation

* The decidability for the opacity problems of one-clock timed automata.
* The universality problem of one-clock timed automata is decidable.

 Conjecturein : the opacity of TA under the discrete-time semantics is decidable.

* The decidability for the opacity problems of specific subsets of TA.
« Sufficient condition and necessary condition for the decidability.
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Timed automata

Extending finite-state automata with a finite set of clock variables.

 Timedword w € (EXR.)": (01, t1) (01, t3) ...(Tp, tr),
where tl < tz < tn
* (0,,1)(03,2)is an accepting timed words.

* Atimed language is a set of timed words.
e L={(0,t1)(03,t)|0<t; <1A0<t, <2}U
Se=0 {(02,t1)(03,82)[0 < t; <2A0<t;, —t; <1}

start e« ¢-TADTA

L ={(0y,t1) (o, ty) € EXR5)*|Vi = 0,t; € 2N}
e,c=2,{c}

* GivenasubsetZ, € X, a projection on timed words Ps_: (EXR50)" — (Z,XR50)" s.t.

(0,t) - Py (@) if 0 €EX,

Py (€) =€ P Zo((a’ 0 w) = Ps (w) otherwise
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The opacity problems of timed automata

Language-based timed opacity : givenaTAA = (%, Q, Qo, U5, C, L), an observable alphabet X, < %,
and a secret timed language L., then A is language-based timed opaque (LBTO) w.r.t X, and L; iff

Vw € L(A) N L;,Aw" € LIA)\L; s.t. Py (w) = Py _(w)

* X, ={o3}
® LS = {(0'2, tl)(0'3, t2)|0 < tl < 2A0 < tz — tl < 1}

LBTO?

* W= (02,2)(03,3), Py, (w) = (03,3)
* Notexists w’ € L(A)\L; s.t. Py (w) = Py_(w)
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The opacity problems of timed automata

Location-based timed opacity : givenaTA A = (T, Q, Q,, Qf, C,A), an observable alphabetX, C %,
and a secret set of locations Qs € Q, then

* A isinitial-location timed opaque (ILTO) w.r.t X, and Q € Q, iff
Vw € T14(Qs), 30" € Tr4(Qo\Qs) s.t. P (w) = P (w)

* A iscurrent-location timed opaque (CLTO) w.r.t X, and Q € Q iff

Vw € T14(Q0, Qs), Fw" € T14(Qp, Q\Us) s.t. Ps, (w) = Ps, (")

Transformation between LBTO, ILTO, and CLTO

TA TA
ILTO LBTO CLTO \
DTA — DTA
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Results

(1) The LBTO, ILTO, and CLTO problems of one-clock timed automata (OTA) are undecidable.

reduction

The universality problem

The CLTO problem of OTA

(2) A constructive proof for the decidability of timed opacity under discrete-time semantics.

TA Region Integral c-NFA
Under Discre. Automata Automata
The opacity problem of TA
under Discre.

of OTA with e-transitions

reduction

The language-inclusion

problem of e-NFA

For example, w = (04, 2)(0,3), Tick(w) = VV V0, PSPACE-complete
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Results

(3) A sufficient condition and a necessary condition for the decidability of
timed opacity of X-automata

Sufficient condition Necessary condition
X -automata are closed under The universality problem of
product, complementation, and X -automata is decidable.
orojection. g

The LBTO problem of The universality problem
X-automata : s Nece. cond. Thm. 5; : of X'-automata

= | Opacity of X-automata )
1 E Suff. cond. Thm. 4 . 1
12

The emptiness problem of The CLTO problem of
X -automata PSPACE X -automata
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Thank you!
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