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Abstract—Neural network is one of the key technologies for
deep learning. Experiments on some standard test datasets show
that their recognition ability has reached the level of human
beings. However, they are extremely vulnerable to adversarial
examples, that is, adding some subtle perturbations to the input
example can cause the model to give a wrong output with high
confidence. In this paper, we propose a non-contact approach
based on neural network and adversarial training to recognize
the high-speed rail operating environment. We first built the
environment dataset and trained neural network models to do
the recognition. We found that our model had high prediction
accuracy, but with poor security since it was easy to attack
our model using Basic Iterative Methods (BIM). To improve
its security, we performed adversarial training based on the
adversarial training dataset we built. The evaluation experiments
indicated that this approach could improve the security of our
model at the same time ensuring the prediction accuracy on the
original test dataset.

Index Terms—Recognition, Neural network, Adversarial at-
tack, Defense

I. INTRODUCTION

Neural network is one of the deep learning algorithms [1]. It

mimics the structure and operation mechanism of biological

neural network. In the past ten years, the research work of

neural networks has been deepened, and great progress has

been made. Neural network has successfully solved many

practical problems in the areas of pattern recognition, in-

telligent robotics, automatic control, predictive estimation,

biology, medicine and economy [2].

However, when neural network distinguishes adversarial

examples, the effect is extremely unstable. Just deliberately

adding some subtle perturbations to the input example that

is undetectable by humans can cause the model to give a

wrong output with high confidence [3]. Therefore, it is of great

significance to further study the reasons for the adversarial

examples and defense methods of them.

In this paper, we focus on the task of high-speed rail

operating environment recognition. Nowadays, Chinese high-

speed rail construction industry has entered a period of vig-
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orous development, which is particularly important to the

diagnosis and treatment of high-speed rail failures. However,

different high-speed rail faults have different discrimination

and treatment methods in different operating environments [4].

Take the arc detection in pantograph-catenary system as an

example [5]. The light brightness has obvious affect on the

arc detection, and in many arc detecting methods, we always

have to distinguish the operating environemnt before detecting

the magnitudes of arc. At present, only a few high-speed rail

systems are equipped with environmental sensors to monitor

the operating environment, most of them do not have sensor

devices [6]. And environmental sensors often fail. In actual

work, this task is mainly fulfilled by the staff playing back the

monitoring video to manually recognize the environment based

on their observations and experiences. This kind of diagnosis

is not rigorous since it is not continuous in time and space, and

there are some hidden dangers to make mistakes. Therefore,

creating a non-contact method to recognize the high-speed rail

operating environment automatically is of vital importance.

Here is the structure of this paper. In section II, we summa-

rize the related researches of convolutional neural networks,

adversarial examples and their defense methods, to lead our

approach. And then in section III, we build dataset from mon-

itoring videos of the high-speed rail operating environment to

support the task. Next in section IV, we train several neural

network models and choose one with best prediction accuracy

to do the recognition. In section V, to improve the security of

the model we obtained before, we perform adversarial attacks

and adversarial training. In section VI, we give summary,

limitations and future work of our research, and finally we

give conclusion in section VII.

II. STATE OF THE ART

Deep learning [7] is a method based on characterizing

and learning data which uses unsupervised or semi-supervised

feature learning and hierarchical feature extraction algorithms

instead of manual extraction to get features. The goal of char-

acterization learning is to find better representations and create

better models to learn these representations from large-scale

unlabeled data. The expression is similar with the advancement
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of neuroscience [8]. So far there have been several deep learn-

ing frameworks, such as deep neural networks, convolutional

neural networks and deep belief networks as well as recurrent

neural networks, which have been successfully applied in the

fields of computer vision, speech recognition, natural language

processing, audio recognition and bioinformatics [9]–[12].

The concept of adversarial examples was first proposed by

Christian Szegedy et al. in 2013 [3], he pointed out that when

deliberately adding some subtle perturbations on the input

example which were noticed by humans could cause the model

to give a wrong output with high confidence.

Goodfellow et al. [13] explained that the reason why it is

difficult for neural networks to resist against disturbances is

the linear characteristics of neural networks, and they designed

Fast Gradient Sign Method (FGSM) to quickly generate adver-

sarial examples, which confirms the high-dimensional linearity

of the design of modern deep neural networks. FGSM is a

common white-box attack method with a very simple idea.

It mainly uses the loss function of the model to obtain the

adversarial perturbation for the input gradient, and then adds

it to the input to generate adversarial examples. We define an

adversarial example x̃ of an input x as x̃ = x+ η, where η is

defined as: ‖ η ‖∞≤ ε, and ε is required to be small enough

to be discarded by the neural network model. We consider

the dot product between a weight vector ω and an adversarial

example x̃ as:

ωT x̃ = ωTx+ ωT η (1)

As can be seen from equation 1, a small adversarial per-

turbation can significantly increase the output of neurons.

Goodfellow pointed out that if the amount of change in the

adversarial perturbation was exactly the same as the direction

of the gradient, then there would be a maximal change in

the classification results. We assume that the dimension of the

weight vector is n and the mean of the weight vector is m, then

the maximum value of ωT η is εmn. And now η = εsign(ω),
in which sign function guarantees the amount of change in

the adversarial perturbation is the same as the direction of the

gradient.

We consider that θ is the parameter of a model, y is the

target with input x, and J(θ, x, y) is the loss of the neural

network, so the max-norm perturbation is given as equation 2,

which is also the definition of the fast gradient sign method:

η = εsign(∇xJ(θ, x, y)) (2)

The one-step method performs image perturbation by in-

creasing the loss function of the classifier by a large-scale

operation [14], and it can be directly extended to increase the

variation of the loss function through multiple small steps, so

that we get Basic Iterative Methods (BIM).

Recently more and more researchers start to study the de-

fense of adversarial examples. Although people’s understand-

ing of adversarial examples has been improved, the related

defense methods also have been improved, but so far, there is

no universal and complete solution.

Adversarial training is a way to deal with adversarial

examples. The network’s robustness is gradually improved by

continuously entering new types of adversarial examples and

performing adversarial training. In order to ensure effective-

ness, this method requires the use of high-intensity adversarial

examples, and the network architecture must have sufficient

expressive power. This method requires a large amount of

training data and thus it is called brute force adversarial

training. This brute force adversarial training can regularize

the network to reduce overfitting [15].

Image denoising [16] is a way to remove the noise exists in

the image and restore the image to make the classifier give a

correct prediction output. There are some traditional denoising

methods include median filter and BM3D, and also we can use

neural networks to denoise.

Image compression is used to reduce the redundant in-

formation of the image while maintaining the significant

information, since there is a strong similarity and correlation

between adjacent pixels in the local structure of image. Dzi-

ugaite et al. [17] used JPG image compression to reduce the

impact of adversarial perturbations to improve the prediction

accuracy. This method is effective for some part of the attack

methods, but also reduces the accuracy of original inputs while

compressing images.

There are also some other defense methods, and the research

direction of defense methods is full of controversy and changes

with each passing day.

III. DATASET BUILDING AND DATA PREPROCESSING

Our original data source is the monitoring video of the high-

speed rail operating environment in the areas of Chinese Jinan

and Chongqing. This video covers a variety of topographical

features, shooting angles, vehicle types, time periods and

weather conditions. We transferred the video into images with

224×224 pixels. Through the analysis of the video and the

key factors in the recognition of the high-speed rail operating

environment, we divided the original dataset into 6 categories

according to four indicators, as indicated in table I, which are

whether daytime, whether foggy, whether rainy and whether

in the tunnel with the labels of 0, 1, 2, 3, 4 and 5.

TABLE I: Classification Basis

Indicator Daytime Foggy Rainy In the Tunnel

0 Y Y N N

1 Y N N N

2 Y N Y N

3 N N N N

4 N N Y N

5 N N N Y

Actually in the monitoring videos there are also many other

indicators, for example, the vehicle types include 380A and

380D. However, these kinds of indicators are less important to

the recognition since we can take similar actions to deal with

different problems happened with different vehicle types. The
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indicators we choose are based on weather recognition, time

period recognition and specific cases recognition.

The weather conditions our videos include are foggy, rainy

and sunny, which will affect the air humindity, light intensity

and whether to enable the emergency mode [18]. Environmen-

tal sensor is another choice to recognize them, while it is very

fragile in harsh environments, and also expensive to install. In

this case the weather recognition is an important part of high-

speed rail operating environment recognition. The time periods

in our videos include daytime, dusk and night. Considering

that in the daytime and dusk the light is much brighter than

it is at night, we only take daytime and night to category

images, so the images in the dusk are also categoried as in

the daytime. As for specific cases, we only consider whether

it is in the tunnel, since the monitoring screen overexposures

when the rail enters and leaves the tunnel, which should be

excluded from the normal analysis.

According to the analysis above, we get the dataset with

30,000 images belonging to 6 categories. Figure 1 shows a

part of images belonging to each of the six categories.

The division of the dataset plays a key role in neural network

training. It is a way to divide the dataset into training dataset

and test dataset [19], training dataset is for the training of

the model and test dataset is for the model evaluation of

generalization ability. However, there are also many hyper-

parameters inside the neural network that needs to be selected

manually, such as the number of layers of the model and the

number of neurons in each layer of the model. We have to

adjust those hyper-parameters to get the model with better

generalization ability, and this is why we introduce validation

dataset. Goodfellow in his book [20] pointed out the training

dataset, validation dataset and test dataset could be divided in

a ratio of 6:2:2 if the amount of the data was about 10,000,

since we have totally 30,000 images in our dataset, we get

training dataset, validation dataset and test dataset separately

with 21600, 7200 and 7200 images.

The recognition task is regarded as a multi-classification

problem. In this task, features are not continuous values,

but categorical values. Here we use numbers of (0, 1, 2, 3,

4, 5) to separately represent the six categories, which will

greatly improve the computing efficiency. However, even after

converting them to digital representations, the integer feature

representation cannot be directly used in the classifier. Because

for such continuous input, the classifier considers the classes

to be ordered, but actually they are unordered. We binarize the

integer labels so that they are regarded by the classifier as a

vector from the euclidean space.

Normalization is another important part when we preprocess

the data. It is mainly for the speed of data processing,

and it transfers dimensioned expressions into dimensionless

expressions so that indicators of different units or magnitudes

can be compared and weighted. Since the range of image

pixels is between 0 and 255, we divide the image pixels by

255 to realize normalization.

Till now the dataset for the neural network model training

is finely prepared.

(a) Daytime Foggy (b) Daytime Sunny

(c) Daytime Rainy (d) Night Sunny

(e) Night Rainy (f) In the Tunnel

Fig. 1: Examples of Six Categories

IV. NEURAL NETWORK MODEL TRAINING

After building the dataset, we begin to train neural network

models to solve the recognition task. Convolutional neural

network [21] is a kind of feedforward neural networks with

convolutional computation and deep structure. It is one of the

representative algorithms of deep learning and has achieved

very good results in the fields of computer vision. So far there

has been many popular convolutional neural network models,

such as LeNet, AlexNet, ZFNet, VGG-16 and ResNet [22].

LeNet [23], born in 1994, is one of the classic structures

of convolutional neural networks. It uses features such as
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(a) Train Accuracy (b) Train Loss

(c) Validation Accuracy (d) Validation Loss

Fig. 2: Results of LeNet Model

convolution, parameter sharing and pooling to extract features,

avoiding a large amount of computational cost, and finally

applys fully connected neural networks for classification and

identification.

In 2012, Krizhevsky [24] used the convolutional neural

network to win the ILSVRC 2012 image classification contest

and proposed the AlexNet model, which spurred the wave of

neural network research with many innovative methods.

In this paper, we tried both LeNet model and AlexNet model

to train. We adopted Keras framework [25] with the version

of 2.2.4 to build our neural network models. Keras is a highly

modular neural network library supported by Google, whose

backend is based on Tensorflow and Theano. It is written in

Python and supports both GPU and CPU. The first release of

Keras was in March 2015, and it is favored for the ease of

use and simple syntax, making development faster [26].

After 20 epochs training, the precision accuracy and the loss

function of training and validation of LeNet model are shown

on the Tensorboard in Figure 2. It shows that the prediction

accuracy of training and validation are both rising gradually,

and they finally close to 1, the loss function of training and

validation are tending to convergence, which indicates that the

training effect is stable.

And after 20 epochs training, the precision accuracy and the

loss function of training and validation of AlexNet model are

shown on the Tensorboard in Figure 3.

In our experiments, we found that AlexNet model was over-

fitting on our dataset, since both the loss function curve and

accuracy function curve of validation have severe concussion,

which shows that the model has very poor stability. So in

this case, we choose LeNet model to solve the task. We

applied LeNet model for the prediction on the test dataset,

and obtained the prediction accuracy of 0.9837, which shows

that the fitting degree of the model is acceptable.

The LeNet model consists of two convolutional layers, two

maxpooling layers and two fully-connected layers. Figure 4

is the structure of our model, which shows the architecture,

input and output of layers.

(a) Train Accuracy (b) Train Loss

(c) Validation Accuracy (d) Validation Loss

Fig. 3: Results of AlexNet Model

Fig. 4: Structure of LeNet Model
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The conv2d_1_input is the input layer, which provides the

original images with the input shape of 224×224×3 for the

model, that is, the pixels of the images are 224×224, and they

are color images with channel number of 3. The conv2d_1 is

the convolutional layer, and it has 32 kernels with the size

of 5×5 and stride size of 1. Since the it does not use full

zero complement, the output size of this layer is 224-5+1=220,

with the depth of 32, that is 220×220×32. The total number

of parameters of this layer is 5×5×1×32×3+32=2432. The

maxpooling2d_1 is the down-sampling layer with pool size

of 2×2 and the stride size of 2, so the output size of this

layer is 110×110×32. This layer uses the image principle

of local correlation to subsample the images, which could

reduce the amount of data processing while retaining useful

information. The conv2d_2 is the convolutional layer with

64 kernels, the size of them is 5×5 and the stride size

is 1. It does not use full zero complement, neither. The

output size of this layer is 110-5+1=106, with depth of

64, that is 106×106×64. The total number of parameters

of this layer is 5×5×1×64×32+64=51264, 32 is the depth

of the input. The layer maxpooling2d_2 is also the down-

sampling layer with pool size of 2×2 and stride of 2, so the

output size of this layer is 53×53×64. The flatten_1 layer

flattens all the nodes, so the output is 53×53×64=179776.

The first fully-connected layer dense_1 has 100 nodes, so

the output size is 100 and the total number of parameters of

this layer is 179776×100+100=17977700. The output layer

dense_2 is also the fully-connected layer with 6 nodes, so

the output size is 6, and the total number of parameters of

this layer is 100×6+6=606. Total number of parameters is

2432+51264+17977700+606=18032002.

V. ADVERSARIAL ATTACKS AND ADVERSARIAL TRAINING

In order to check the security of the LeNet model we

obtained in the previous section, we apply adversarial attack

methods to attack the model. Actually there are many attack

methods, while considering the complexity of algorithms and

our hardware devices, we take both BIM method and FGSM

method to attack the model, which are introduced in the

section I before.

There are two types of adversarial attack methods, that are

untargeted adversarial attacks and targeted adversarial attacks.

Untargeted adversarial attacks just want to confuse the model

to give a wrong output, while targeted adversarial attacks want

the model to give a wrong desired output. In this section, we

implement untargeted adversarial attacks since we just want

to confuse the model.

We set the iteration number as 50, and epsilon as 0.1,

which is the allowable fluctuation range of the sample. We

conducted the experiments for many time and finally found

these appropriate values, that is, we regarded the adversarial

examples and original images as the same category when

epsilon is 0.1.

As can be seen in table II, we take 12 sets of examples to

show in the paper, and each set contains the original image and

TABLE II: Original images and their corresponding adversar-

ial examples generated by FGSM and BIM method.

Number Original Class
FGSM BIM

New Class Confidence New Class Confidence

1 0 3 0.62005836 3 0.9932944

2 1 5 0.6902759 5 0.7287956

3 1 0 0.63797605 0 0.7664373

4 1 5 0.39251974 5 0.44168004

5 1 5 0.8008037 5 0.8255589

6 2 0 0.6066581 0 0.8976936

7 3 0 0.7571429 0 0.85842884

8 3 4 0.5396405 1 0.5554841

9 3 4 0.9026469 4 0.78059787

10 4 3 0.87523174 3 0.82832044

11 5 3 0.886363 3 0.831025

12 5 3 0.74626285 3 0.944448

Fig. 5: Number of Adversarial Examples Compared With

Number of Original Images

adversarial examples generated by BIM method and FGSM

method. Specific images can be found in Appendix A.

The attack experiments on the test dataset show that almost

all of the adversarial examples created by BIM look very sim-

ilar to the original examples, while there are some differences

between original examples and adversarial examples created

by FGSM, which proves that our model is vulnerable to the

BIM method, and BIM method is more effective than FGSM

method on our model.

Figure 5 shows the number of adversarial examples gener-

ated by BIM in each category compared with the number of

original images. The attack success rate of BIM on our test

dataset is 5351/6000=0.89.

To improve the security of our model, we perform adver-

sarial training.

Firstly, we built the adversarial example dataset, which is

made up of both original images and adversarial examples

generated by BIM method. We got 5351 adversarial examples

after using BIM method to attack our test dataset, with the

number of each class as 705, 1147, 400, 904, 1200 and 995.
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(a) Train Accuracy (b) Train Loss

(c) Validation Accuracy (d) Validation Loss

Fig. 6: Results After Adversarial Training

We picked the original images with the same number in each

class, and mixed them up, so in our adversarial example

dataset, we got 10702 images, with the ratio of orginal images

and adversarial examples as 1:1. The reason why we dont

directly use the adversarial examples, but adding original

images into the adversarial training dataset is that we want to

improve the security of the model at the same time ensuring

that the prediction accuracy of the model would not decline.

We split the adversarial dataset into adversarial training

dataset, adversarial validation dataset and adversarial test

dataset in a ratio of 6:2:2, the same as the model training

before, and performed adversarial training.

The predicion accuracy and the loss function of the adver-

sarial training dataset and adversarial validation dataset are

shown on the Tensorboard in Figure 6. For the prediction

accuracy of the retained model, the value is 0.9992 on the

original test dataset, and is 0.9977 on the adversarial test

dataset. It shows that the retrained model has better security

without reducing the prediction accuracy on the original test

dataset compared with the previous model.

VI. DISCUSSION

In this paper, we build a neural network model with high

prediction accuracy and high security to deal with the task of

high-speed rail operating environment recognition. Here we

summarize our work as follows:

1) Dataset Building

We built dataset containing 30,000 images within six

categories, and split the dataset into training dataset,

validation dataset and test dataset.

2) Neural Network Model Training

We obtained a neural network model with high predic-

tion accuracy to solve the task.

3) Adversarial Attacks and Adversarial Training

We applied adversarial attacks to check the security

of the model we trained before, and the results of

experiments indicated that our model has poor security

under BIM attack. To improve the security of our model,

we applied adversarial training.

Since we already know that the deep learning models

are extremely vulnerable to adversarial examples, we want

to improve the security of our model. Security problem of

deep learning is a hot topic, and there are many adversarial

attack methods which have very good effect to attack the

deep learning models, and then defense methods come behind.

However, there is no universal and complete solution. We

tried some experiments, and want to make a small research

contribution to the defense of adversarial attacks.

There are mainly two aspects that restrict our experiments,

and for each one we give future work.

1) Our hardware devices are not ideal enough. All of the

experiments in this paper were performed on the Mac-

Book Pro with the processor of 2.9 GHz Intel Core i5,

which limited the training speed of the neural network

to some extent. If we could apply GPU processor to

train neural network models, we would be able to train

far more than 20 epochs, maybe 500 epochs, so as to

achieve higher prediction accuracy. In addition, better

processor makes it possible for us to do adversarial

training more times to continually improve the security

of our model.

2) Our dataset could be more abundant. The types of

environmental conditions that currently contained in our

dataset are relatively rich, but they are not enough

to cover all the weather and geographical conditions.

Especially in our dataset, the images in the category

of daytime rainy are much simpler compared with the

images in other categories. In the future, if it is possible,

we will try for more monitoring videos of high-speed

rail operating environment, and then we could adjust the

classification of the current dataset to get our research

approach applied.

VII. CONCLUSION

In this paper, we built a neural network model with high

prediction accuracy and high security to deal with the task

of high-speed rail operating environment recognition. Firstly,

we established the dataset based on the monitoring video

during high-speed rail operation, and then we trained neural

network models to solve the task. Secondly, we tried both

FGSM method and BIM method to attack the model we

trained before. The results of experiments indicated that BIM

method had better attacking effect on our model, so we

collected adversarial examples attacked by BIM method and

built dataset for adversarial training. Finally, we retrained

the model based on the adversarial training. The evaluation

experiment proves that the retrained model has higher security

without reducing the prediction accuracy on the original test

dataset compared with the previous model.

To sum up, this kind of non-contact approach based on

neural network and adversarial training can be applied to

recognize the high-speed rail operating environment. It is

also possible to extend our research results to more neural
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network systems that have higher security requirements, such

as automatic car driving, face recognition and medical health.
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ADVERSARIAL EXAMPLES GENERATED BY BIM, FGSM AND THEIR ORIGINAL IMAGES
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